2
 1

Ben Carlstrom

Katie Kramer

Peter Crowell

Garland Searle

Alexandra Flores-Quilty

The Fourth Amendment in Digital Age

The Internet has become an essential part of everyday life in western society. With the growing number of Internet users and steadily expanding issues problematized by this new medium, old legal concepts, specifically the fourth amendment need to be updated. What rights do citizens have on the Internet, and what can be protected under the Fourth Amendment? There are endless sources of information on the Internet and this multitude of media makes it difficult to distinguish between what is public (and accessible without a warrant) and what is protected by the fourth amendment. This paper seeks to outline several court cases that have treated the issue of the Fourth Amendment and its modern application to new technologies. 
Distinguishing what we consider public and private has long been controversial, but evolving into the technologically internetworked society we live in today has problematized our old conceptions of this distinction. One early British philosopher by the name of John Locke wrote in his Second Treatise of Government (1690): “Man being born, hath by nature a power, not only to preserve his property, that is, his life, liberty, and estate, against the injuries and attempts of other men; but to judge of and punish the breaches of that law in others, as he is persuaded the offence deserves… there, and there only is political society.” 
Indeed John Locke’s liberal philosophy significantly shaped modern political thought. His powerful rhetoric resonated most profoundly with our colonial forefathers. Locke’s ideal of individual freedom can still be felt in Declaration of Independence. On the issue of privacy, five Amendments to the Constitution protect an individual’s right to privacy, but the Fourth Amendment specifically states, “the right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated…” Privacy is not an entirely new problem, but emerging technologies have always produced new kinds of problems that existing legal policies have not necessarily addressed properly. In the 1928 Supreme Court case Olmstead v. United States, the Court ruled that wiretapping phone lines without a warrant did not amount to a violation of the Fourth Amendment because of the Trespass Doctrine, which stated that it was physical intrusion into a certain area, rather than voice amplification, that really violated an individual’s right to privacy. The reasoning behind the decision was both a gross misunderstanding of new technology and a bold attack on the Fourth Amendment. Forty years later, the Supreme Court saw the case of Katz v. United States, which overturned the decision made in Olmstead. Katz and established the idea of a reasonable expectation of privacy, and legally defined an illegal search under the Fourth Amendment as whether the individual had exhibited an actual (subjective) expectation of privacy, and “if society is prepared to recognize that this expectation is (objectively) reasonable.” It took four decades and an entirely new Supreme Court case, but the majority opinion in Katz won. Justice Potter Stewart noted that:  “[The] Fourth Amendment protects people, not places. What a person knowingly exposes to the public, even in his own home or office, is not a subject of Fourth Amendment protection … But what he seeks to preserve as private even in an area accessible to the public, may be constitutionally protected.” Since the Internet is an abstract representation of how human society interacts, it makes sense that our existing liberties in the physical world have extended to this new, digital world.  But once again, those liberties have been threatened: Rapid and revolutionary technological innovation has forced our political institution to bend in addressing new kinds of problems 
The framers showed a great deal of foresight when drafting the Constitution, but they had no way of anticipating the invention of the Internet and the problems it would cause when conceptualizing the fourth amendment. It is understood that the police cannot enter your home and confiscate your property without first obtaining a warrant or affirmation. This is because, according to the Constitution every citizen is entitled, “...to be secure in their persons, houses, papers, and effects, against unreasonable search and seizures...” The Internet problematizes this basic right. Orin Kerr, a professor of law at George Washington University Law School, has set out concepts that might shed light on how the Fourth Amendment could be adapted for the digital sphere. Kerr explains that there must be a distinction between “inside and outside physical investigations...” He says that in the physical world there is a concept of what is inside and how far the police can go to obtain information, he says there must be a distinction on what is inside and outside in order to enforce the Fourth Amendment on the Internet.  If a crime happens in public, it can be freely investigated without a warrant. But when evidence is concealed or not in a public place, when it is in a sense, “inside,” a warrant must be obtained. Kerr goes on to say that the inside/outside concept can be applied to the Internet by simply modifying the terminology. Instead of using the language of a inside/outside dichotomy, the concept is better defined as a content/non-content distinction. 

On the Internet almost everything is inside according to Kerr. Social media sites, our accounts with e-mails and passwords, chat rooms, pictures, tweets, blogs, and browsing the Internet can all be done inside the Internet on a network of wires and servers. So what constitutes outside information? Kerr makes this distinction when he says that wireless networks and the information they share would be outside information.  The connections can be seen in the open and are not passed through closed wires. These connections are more like radio waves, which anyone can intercept because they are not being passed through a closed network of wires. Non-content information would be like finding something outside, or a crime being committed in the open for the public to see. Identity, location, and time would be concepts that could be seen as non-content information. These pieces of information can be obtained without the need to violate the person's private information. Therefore, this data would not be protected under the Fourth Amendment. Content information is much more private, and personal to a person. Content information is defined as a citizen's “...private thoughts and speech.” Even with these distinctions on content and non-content information it is hard to determine if a case could be decided based on this distinction. 

E-mails are still a vital part of society, some can have up to five or six separate accounts from different website. Aside from just e-mails, social networking sites are becoming a large part of our Internet lives as well. Our privacy in regards to our Facebook or Twitter account is becoming increasingly important. Everyday millions of people are posting personal things to their social pages and this information needs to have concepts as to what can be protected and what is not personal or private anymore. How can the constitution uphold privacy within these accounts and be a shield from unreasonable search and seizure? Employers are now looking at our profiles and seeking information about us. What we say and share on the Internet can easily be shared with millions in the matter of minutes or hours. In regards to the Fourth Amendment I believe that sites like Facebook, Twitter, and MySpace are largely available to the public and this waives any rights of privacy a person would seek. Large groups of people can see all the content on your profile depending on your privacy settings, but once you post a picture, a status, or a comment on someone else’s profile you are consenting to large groups of people seeing it. The fact that the content is posted means that it is in a public sphere on the Internet and cannot be said to be private. By providing the information on your profile you are no longer keeping the information private. Just like bulk e-mail, if a contact is accidentally sent the message when you didn’t mean to share the information, that person can share the contents of the e-mail with the police and not infringe on your Fourth Amendment right. The Internet is a very murky and gray area when it comes to the law, but it seems relatively easy if mirrored with concepts in the physical world. 

The idea of privacy on social media sites is minimal, and to be held under the Fourth Amendment as unreasonable searches, or a violation of privacy would be reaching. “Courts tend to analogize social network postings to a bulletin board instead of a private e-mail.” This comparison should make it easy to understand that the court sees posting private things to these sites as a public forum that large groups of people can see and thus is not private anymore. In a court case-involving MySpace (Moreno v Hanford Sentinel) a teenage girl had posted a poem to her MySpace page and after doing so the principal of her school sent the poem to a local newspaper where it was published. The court ruled that the fact that the poem was on her MySpace page there was no holding for privacy. The judge ruled that even if the poem had only been up for a short amount of time, the audience could have been expansive and there could be no expectation of privacy. This ruling made strides in understanding where social media sites fit in regards to privacy and the expectation of privacy.

On the other hand, some scholars argue that by setting privacy settings and intending only “friends” or people not restricted to the information to see your postings means that there is still a reasonable expectation for privacy, which should be upheld. Bryce Clayton Newell argues “Even though social network users posted information on the Internet, and by doing so apparently expressed a desire to share that information with the general public, their use of network privacy settings to restrict access of their information only to their “contacts” demonstrated that the users did not intend the information to be fully public. Thus, they maintained a reasonable expectation of privacy in such information, despite sharing it with a large group of selected individuals. Accordingly, Newell advocates, courts should not treat the information as public.” 

Another key concept that derives from the fourth amendment is the concept of a reasonable expectation of privacy. A good example case of this concept in debate is Greenwood vs. California (1988), which tested the argument of a man who claimed evidenced used in his conviction was inadmissible as it was taken from his private garbage. The majority of the Supreme Court ruled against him. They argued in their opinion that the bags were placed is an area of “public consumption.” They also stated that they were following stare decisis. The dissent had many reasons for disagreeing. Firstly, they argued that the text of “paper and effects” suggests that the fourth amendment extends to garbage as well, and that this garbage is still considered private because it is not technically abandoned (although the opinion argued that it is voluntarily turned over to a third party and thus loses it’s fourth amendment protection). The dissent also appealed to the court of public opinion to justify their ruling- noting that when reporters snooped through the trash of Henry Kissinger, the public was largely upset because they thought this was a breach of privacy. 

These concepts, a reasonable expectation of privacy, the inside/outside distinction, etc. derive from the fourth amendment and form the framework for analyzing the fourth amendment and it’s application to our contemporary, digital world. Two contemporary examples of these concepts in action are the Patriot Act and Obama’s Privacy Bill of Rights. Passed only days after 9/11, the Patriot Act enabled the Government with more power and less restrictions on investigation in the United States. Various methods and tools of communication were easily searched and regulated. Phone calls, e-mails, medical, financial information, and potential terrorist activities were closely monitored. Many of these powers and lowered standards were not limited to terrorist investigations, and the Act has drawn extensive criticism as an unconstitutional invasion of privacy and civil liberties.
The Privacy Bill of Rights is another example of the fourth amendment being adapted to the modern digital age. “Consumers have a right to exercise control over what personal data companies collect from them and how they use it. Companies should provide consumers appropriate control over the personal data that consumers share with others and over how companies collect, use, or disclose personal data.”
 On February 23, 2012 the Obama administration unveiled a plan to address the problem of online companies collecting information and data from people without proper notification or options of opting-out. The plan is known as the “Consumer Privacy Bill of Rights” and is quoted above. For now, this only outlines different rights and options that American consumers should have while on the internet and what online companies should respect, however the next step is following up with legislation and policy to enforce this code. There has been much criticism that President Obama’s Privacy Bill of Rights isn’t strong enough, and isn’t significant until there is legislation to enforce what it is now only addressing.

This is only speaking to privacy as an issue of the private sector impeding on individuals right to privacy and not speaking at all to the government’s ability to violate individual’s privacy. These are said to be to different issues, however there in itself lies an issue of only addressing one of two sources committing these acts. The private sector of powerful corporations and big business are doing just what the government is doing but only with different motives. The private sector is focused on how to collect as much information as possible about people in order to evaluate them as consumers and reap profit off their data; the government is focused on how to collect as much information as possible about people in order to evaluate them as citizens and see if there is anything worth looking at as far as illegal activity or threats to government control. Both however are taking advantage of a system that has not yet been set in place for personal benefit, at the expense of a citizen’s right to discretion. Both the private sector and government activities need to be evaluated and addressed in order to provide any type of security for American citizens using the internet.

In conclusion, the Internet presents a new kind of problem for the application of the fourth amendment. With each new technological turn, the text of the fourth amendment must be reinterpreted. For example, what exactly does “papers and effects” include? Only paper and personal objects? Or does it include text messages? And these questions are then set against the backdrop of political interests- for example the passage of the Patriot Act which seemed to purposefully undermine the fourth amendment. 






