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How have we determined what
privacy is?

To define privacy in an overlapping statement
would not do justice to every online user’s
Iinterpretation of online privacy.

Questions on how privacy is conceptualized online:
What does it mean to have privacy online?

Do we really have control of our information as soon
as it is online?

How do we perceive privacy online in relation to what
we put on social networking sites?




Question Answers Skips
0 1 To what age group do you belong? (Mandatory) 55 0

18-20 36 65%
9 urvey Une
35+ 8 15%
25-30 1 2%
<18 1 2%
30-35 0 0%

Bl Are you worried about your privacy within the social media sites you use? e ==

(i s - This survey dealt with the

= expectations of social

” networking users. Questions

: B ranged from users’

by el conbne i your swn nonisdgeof e sy pibisotobe. 00 e expectation of how their
mformation 1s used, to what

social media sites you interact with? (Mandatory)

. 29 they think should be kept

Yes 17 31%

: private at all times.

Question If you choose to keep everything "private," do you expect your private Answers Skips
04 information (such as email, race, gender, age, location, ect.) to stay only on 55 0

your profile and visible only to whom you choose? (Mandatory)

Yes 36 65%

No 12 22%

Maybe 7 13%
Question A % = v “ Answers Skips

Do you expect your information to be given out to companies/advertisers? 55 0

O 5 (Mandatory)

"2 23 42%

Yes, but only without my name or other personal

identifiers included 15 27%

Yes 10 18%

Maybe 7 13%




Survey One
Continued

We found that most users’

expectations were
optimistic in relation to
how social networking
companies should treat
their information.

QUESHoD Do you expect privacy policies to be straight forward, easy to comprehend
06 and thorough? (Mandatory)

Yes 29
No 24
Maybe 2

Qe What do you expect to be kept private at all times? Choose all that apply
(Mandatory)

Location
Email Address
Age

None of the above
Religion

Name

Race

Gender

All of the above

Question Do you expect cookies to be placed on your computer or mobile device
08 when you access your social media? (Mandatory)

No 21
Yes 20
Maybe 14

Question Do you expect to be notified every time there is a change in a privacy
09 policy, no matter how significant or insignificant? (Mandatory)

Yes
Yes, but only if it is a significant change
No

Maybe

Do you expect to be notified when your location or IP address is being
recorded, used, or distributed? (Mandatory)

No
Yes, but only when used or distributed

Maybe

31

31

18

13

13

12

Answers SKIps
55 0
53%
44%
4%
Answers Skips
55 0
23%
23%
13%
10%
10%
9%
4%
4%
3%
Answers Skips
55 0
38%
36%
25%
Answers Skips
55 0
26 47%
19 35%
8 15%
2 4%
Answers Skips
33 60%
10 18%
9 16%



Soclal Networking Policies

The pros and cons of the current popular social
networking sites

Facebook
Google+
Myspace




The “Live” Aspect

Our blog “University of Oregon Privacy Project”

Used to gather data from surveys as well as a
meeting place for our interpretations of privacy and
Facebook, Google+, and Myspace policies

Experience 1t here!




i According to the Google+ privacy statement, if someone tags you in an

0 inappropriate photo: (Mandatory)

You can remove the tag, report it, delete it, or change
your settings so that no one may ever tag you in D’VO[U)

You can remove the tag
You can remove the tag, or report it
You can remove the tag, report it, or delete it

Bl  According to the Google+ privacy statement, location services such as

02 Google Maps may use your location (Mandatory)

Whether you give direct permission or not

Only with direct permission

peses According to the Google+ privacy statement, "cookies that may uniquely

O 3 identify your browser or your account" are: (Mandatory)

The privacy policy doesn't explain

Cookies that have been stored on your machine by
Google that collect information on your location

Cookies that store all personal information and even
billing information

Cookies you've manually installed through your browser

Question EXIF data is data stored in a picture that can tell the viewer where the
04 picture was taken and with what equipment and settings. According to the
Google+ privacy statement: (Mandatory)

Google doesn't remove this data; you must do it
manually to keep this info private (unlike Facebook and
Myspace)

Google removes this data upon uploading (like Facebook
and Myspace do)

Question

True/False: Myspace will inform you of any Privacy Policy changes

O 5 (Mandatory)

False 22

True 11

Answers Skips

33 0

16 48%
8 24%
7 21%
2 6%
Answers Skips

33 0

17 52%
16 48%
Answers Skips

33 0

12 36%

12 36%

9 27%

0 0%
Answers Skips

33 0

28 85%
5 15%
Answers Skips

33 0

67%

33%

Survey Two

We then had users answer
another questionnaire
where we “tested” their
privacy policy knowledge.




is inconsistent with the purpose for which it was submitted, but must first 33 (0]

Myspace may use your Personally Identifiable Information (PIl) in a way that Answers Skips
ask permission (Mandatory)

True 24 73%
l | I ‘ ; e 5 ; ‘ ;‘ ; O False 9 27%
aUestian . L . Answers Skips
When using a Myspace game or application, this program can collect 33 0
C ‘ [ J ] (Mandatory)
Your Profile Information and that of your friends 16 48%
Your Profile Information 8 24%
Your PlI 5 15%
Nothing 4 12%
Q . . . Answers Skips
Select the answer that is FALSE: Though you own all of your information, 33 0
Facebook can use it (Mandatory)

Results ranged from fairly
infOI'med to Optlmlstlc AL e 1 33%

If they have stated so through the privacy policy 10 30%
concernin (0 SOCla If they have removed your name or any other persanally
g identifying information from it 6 18%

: ke If they have received your permission 6 18%
networking sites use PII V =
Y G Facebook, their partners, and advertisers store cookies (small pieces of e i
(Personally Identlflable Question data) on your computer, mobile phone, or any other device you connect to A‘éeé Skg
Facebook with. Can you turn these off, and if so, does it limit your ability to

Information) and location data fully utilize Facebook? (Mandatory)
with or without users’ consent. 2

No, you cannot turn off cookies 6 18%
Yes, and no limitations occur 4 12%
Fill in the blanks: If Facebook makes a change to the Statement of Rights Angwers Skips
(i and Responsibilities or Privacy Policy, they will reverse the change only if 33 0
10 they receive comments, at which case they will put the change up to a
vote. The vote will be binding if more than % of vote. (Mandatory)
7000 / 50% / users who commented 9 27%
5000 / 10% / all active registered users 7 21%
5000 / 25% / users who commented 5 15%
1000 / 50% / users who commented 4 12%
7000 / 30% / all active registered users 4 12%

1000 / 5% / all active registered users (over 845 million) 4 12%




What do these results mean?

Survey one: Expectations barely aligned with
reality of policies.

Survey two: Though users were essentially
informed, their overall knowledge was optimistic.
Policies nod toward information hoarding and
selling data to advertisers, whereas users
sometimes thought they had more control of their

information.

The knowledge of users versus the actual policies didn’t
completely align. Since privacy policies are inexcusably
difficult to navigate, it 1s perhaps not too surprising.




Concluding Thoughts

What does this mean for the present and future of cyber
privacy?

If one had a conversation with a friend at a café, and an

anonymous person overheard it, the likelihood that this
anonymous, non-devious person would even retain an entire
conversation of a stranger is quite implausible.

However, what if numerous companies were following a

person, eavesdropping on each conversation, taking notes,
asking one constantly if they will buy a product, as well as
selling their information to other companies for profit; would
this overstep our tangible understanding of privacy?

Cyber privacy is at a conceptual crisis.

Companies and users have very different definitions of online
privacy that have not yet met common ground.




